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"CYBERBULLYING IN THE DIGITAL AGE:
LEGAL CHALLENGES AND SOLUTIONS"

AUTHORED BY - VIBHI. H. JAIN & VIVEK. M. BOHRA
St Joseph’s College of Law

Abstract
The digital age has seen a rise in cyberbullying, a type of online harassment that seriously damages
victims' mental health. It is challenging to address because of its distinctive qualities, which
include anonymity and wide reach. Cyberbullying is covered by legal frameworks such as the
Information Technology Act and Penal Code in India; however, difficulties with enforcement,
lack of standard definitions, and jurisdictional conflicts still exist. Comprehensive legislation,
harmonizing international standards, enhancing law enforcement cooperation, and offering

victims' counseling and legal support are some of the solutions.

Introduction

In the rapidly changing digital era, cyberbullying has become a widespread and extremely
alarming problem. Cyberbullying, in contrast to traditional forms of bullying, takes advantage of
the anonymity and accessibility of digital platforms to threaten, harass, and injure people—often
with severe psychological and emotional consequences. It is extremely difficult for victims to find
relief because of the pervasiveness of social media, online forums, and instant messaging services,

which have opened up new spaces for bullies to operate with something approaching impunity.

Young adults can also use mobile devices and the internet to engage in illegal activities that are
illegal under the law. These illegal activities include sending derogatory images or messages,
threatening others, spreading false information about others, making sarcastic remarks about
someone's appearance with the intent to harass that person, creating a false identity, or retaliating.
Cyber bullying, which is defined as "an aggressive act or anti social behavior that is done using
electronic means by a group or an individual against a victim who cannot easily defend

himself/herself," is the term used to describe these kinds of online activities.

The paper proposes several solutions to enhance the legal response to cyberbullying: creating
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comprehensive laws specifically targeting cyberbullying, harmonizing international legal
standards, improving law enforcement collaboration, and utilizing advanced technologies for
detection and response. Additionally, it emphasizes the need for social media companies to refine
their moderation practices, the importance of public education campaigns, and the provision of
counseling and legal support for victims. By addressing these areas, the paper advocates for a
more effective and holistic approach to mitigating the impacts of cyberbullying and fostering a

safer online environment.

Defining cyber bullying

Bullying via the use of digital technology is known as cyberbullying. It can happen on mobile
phones, social media, messaging apps, and gaming platforms. It involves persistent actions meant
to frighten, enrage, or embarrass the people who are the target. ‘Some instances are:
1. Spreading false information about someone or sharing embarrassing pictures or videos of them

on social media
2. Using messaging apps to send nasty, abusive, or threatening texts, images, or videos; posing
as someone else and sending hurtful messages to people on their behalf;
Creating fake accounts.
Threatning to hurt anybody
Imperosnating someone

Hacking accounts and abusing and harassing someone

N o g~ ow

Blackmailing someone into doing an illegal act Doxing, is a form of online harassment in
which victims' private information including addresses, phone numbers, credit card numbers,
social security numbers, and other details—is made public in an attempt to exact revenge and

to threaten and destroy their privacy.

Acts like threatening someone, spreading false information, verbally abusing someone, and
excluding someone from a group for a specific reason are all considered forms of bullying.?

Bullying that occurs in person and cyber bullying that occurs online frequently occur together.
However, cyber bullying leaves a digital trail—a record that may come in handy and offer
proof to put an end to the abuse.

L UNICEF, How to Stop Cyberbullying, https://www.unicef.org/end-violence/how-to-stop-cyberbullying.
2 PACER Center, Cyberbullying: Information and Resources, https://www.pacer.org/bullying/info/cyberbullying/.
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Understanding Cyberbullying

Characteristics

Anonimity:The ability to remain anonymous for those who engage in cyberbullying
is one of its distinguishing features. In contrast to traditional bullying, where the
perpetrator and the victim are typically acquainted, cyberbullying frequently takes
place in secret. Bullies may become more daring and destructive because they feel that
they are not going to face immediate repercussions when they remain anonymous.
Anonymity has been linked to an increase in the frequency and intensity of
cyberbullying incidents, according to studies. For example, a study conducted by the
Cyberbullying Research Center discovered that people's willingness to engage in
cyberbullying is significantly influenced by anonymity because it eliminates the fear
of social stigma and retaliation. 3

Reach and Accessibility:Unlike traditional bullying, cyberbullying is more
widespread because it is not limited by physical boundaries. Bullies can now harass
their victims from anywhere at any time thanks to the internet, which expands the
possibility of harassment beyond school hours and into the victim's home—a place that
ought to be a safe haven. Victims may believe there is no way out of the abuse because
of this constant accessibility. Studies reveal that the pervasiveness of technology in the
lives of youth intensifies the issue of cyberbullying since these individuals are nearly
always online and consequently always at risk *

Time frame of Digital Content:Cyberbullying is made more severe by the
permanence and public nature of online content. It can be challenging, if not
impossible, to completely remove harmful content once it has been posted online. It
can be shared, copied, and preserved even after being removed from the original
source, so it might persist indefinitely. The victim's mental health and reputation may

suffer long-term consequences as a result of this.

Common Platforms and Methods

Cyberbullying frequently occurs on social media sites like Facebook, Instagram, Twitter, and

TikTok the users can upload videos, images, and comments on these platforms, and they can be

rapidly and widely shared. Social media's public and interactive features make it simple for bullies

3 Sameer Hinduja & Justin W. Patchin, Connecting Adolescent Suicide to the Severity of Bullying and
Cyberbullying, 17 J. SCH. VIOLENCE 346-367 (2018).

4 Smith, P. K., Mahdavi, J., Carvalho, M. & Tippett, N., 2008. Cyberbullying: Its nature and impact in secondary
school pupils. Journal of Child Psychology and Psychiatry, 49(4), pp.376-385.
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to humiliate their victims in front of a big audience.

Cyberbullying also often occurs via text messaging and instant messaging apps. Bullies can now
send damaging messages to their victims directly through these channels, frequently on a daily
basis and at all times of day. The victim may find this unrelenting assault especially upsetting
since it violates their personal space. These messages can have a greater impact because of their
perceived intimacy and immediacy, which makes the harassment seem even more persistent and

personal.

Cyberbullying also occurs in online forums and gaming communities. Bullies can target their
victims in these settings because of the relative anonymity and lack of real-world repercussions.
This can manifest as rumors being spread, verbal abuse directed at a specific person, or even
coordinated attacks by a group of users against one another. The competitive environment and

interactive nature of games can frequently intensify aggressive behavior.

Victims' Emotional and Psychological Repercussions

Cyberbullying victims may experience severe and protracted psychological and emotional effects.
A wide range of negative emotions, such as fear, anger, and sadness, are frequently experienced
by victims. More severe mental health conditions like depression, anxiety, and suicide thoughts
can be brought on by these emotions. The persistent nature of cyberbullying can make victims feel
even more hopeless and powerless because they may think there is no way to stop the harassment.
Physical symptoms like headaches, stomachaches, and sleep disturbances can result from this
ongoing stress. An investigation by the National Institute of Health found that adolescents who
experience cyberbullying are at higher risk of developing psychosomatic symptoms®

Moreover, the permanent and public nature of cyberbullying can harm a victim's sense of value
and self-worth. Victims frequently express feelings of humiliation and loneliness, which can cause
social disengagement and make it difficult to establish and sustain relationships. The long-term
effects on self-worth can last into adulthood, which can have an impact on opportunities for
education and employment. The victim's general quality of life may be negatively impacted by
the aftereffects of cyberbullying, according to the American Psychological Association.®
In conclusion, the qualities of cyberbullying permanence, anonymity, and accessibility combine

5> Gini, G. & Pozzoli, T., 2013. Association between bullying and psychosomatic problems: A meta-analysis.
Pediatrics, 132(4), pp.720-729.
& American Psychological Association (APA), Bullying, (2017), available at https://www.apa.org/topics/bullying.
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to produce a particularly damaging kind of harassment that can seriously affect the mental and
emotional health of its targets. Comprehending these attributes and their consequences is essential

for formulating efficacious legal and societal measures to counter cyberbullying.

Legal frameworks in India

The Protection of Children from Sexual Offences Act (POCSOQ), 2012: Section 13: Relates to the
use of children in sexually explicit media. This is applicable in cases where children are involved
in or targeted by cyberbullying that includes sexually explicit content.

The Information Technology Act, 2000 is a significant piece of legislation in India that addresses

various aspects of cybercrime, including cyberbullying.

Section 66 and Section 66 (A) ": This section addresses the penalties for sending offensive or
harmful emails or messages via the internet or any other platform. These messages are intended
to frustrate, hurt, and inconvenience the recipient. Under the provision, sharing information that
one believes to be false is also punishable. It shall be punishable with imprisonment for a term which
may extend to three years and with fine. Section 66 (A) was struck down by the Supreme court in the case
of Shreya Singhal and Ors. v. Union of India® due to its violation of the freedom of speech guaranteed
by Article 19(1)(a) of the Indian Constitution.

Section 66 C: This clause addresses the penalties for dishonestly or fraudulently using another
person's password, electronic signature, or other identifying feature. According to this clause,
identity theft carries a maximum sentence of three years in prison and a maximum fine of one lakh

rupees.®

Section 66 D: This clause penalizes anyone who uses social media or other communication
devices to impersonate someone in order to cheat. It indicates that pretending to be someone else

fraudulently usually results in punishment.*

Section 67: This section addresses the penalties for publishing or disseminating sexually explicit

material online. It may be used in situations where the online distribution of sexually explicit

7 Information Technology Act, No. 21 of 2000, (India),
http://ndiacode.nic.in/bitstream/123456789/13116/1/it_act_2000_updated.pdf.

8Shreya Singhal and Ors. v. Union of India AIR 2015 SC 1523; Writ Petition (Criminal) No. 167 OF 2012

® 1bid 8

10 Supra 8
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material constitutes cyberbullying.

Section 67A: This section addresses the penalties for publishing or sending electronic content that
includes sexually explicit acts. It can be used in situations where sexually graphic content is

disseminated online with the intention of intimidating or harassing other people.'?

Section 67B: This section addresses the penalties for publishing or disseminating electronic
content that shows children engaging in sexually explicit behavior. When minors are the target of

cyberbullying with sexually explicit content, it may be used.

The Indian penal code also contains statues that deal with cyberbullying Section 292 A *:This
section addresses printing anything that is blatantly indecent or meant to be used as blackmail. It
covers printing, selling, or transferring any written or printed document that is obscene or meant
to be used as blackmail. This provision penalizes engaging in or earning any profit from such a
business, which includes the sale, import, export, printing, or other activities involving such

materials or their advertising in a way that would be detrimental to morals.

Section 354 C :This section deals with voyeurism. It states that any man who takes a picture of
a woman performing a private act in a situation where the woman seems to be assuming her
privacy or who shares the image with a third party would be guilty of an offense. This clause only
applies to men, as it is gender specific. This provision does not punish women. Upon his first
conviction, he faces a minimum one-year sentence, which could go up to three years, along with
a fine. A second offense results in an increase in prison time of at least three years, with the

possibility of seven years in prison plus a fine.

According to Section 354 D,

1. Stalking occurs when a man follows a woman and makes repeated attempts to get in touch
with her or attempts to do so in an attempt to initiate a personal relationship, even in the
face of her obvious disinterest.

2. Keeps track of the woman's online activities using messaging apps and email, among other

communication channels.

11 Supra 8
12 Supra 8
13 Supra 8
14 Indian Penal Code 1860 https://Iddashboard.legislative.gov.in/sites/default/files/A1860-45.pdf
5 |bid 14
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Only women are covered in this section. Section 354 D does not cover any stalking of men. The
accused in the State of West Bengal v. Animesh Boxi ‘®case gained access to some of the victim's
personal photos after breaking into her phone. He threatened to publish those photos on a
pornographic website, effectively blackmailing her. In this case, the court determined that the

victim had experienced virtual rape.

Section 499:'"addresses defamation, encompassing both offline and online forms. This section
defines defamation as any spoken or written statement, or online content posted on various
platforms, that damages another person's reputation. Those found guilty of defamation can be
penalized under Section 500 of the IPC, which stipulates punishment that may include simple

imprisonment for up to 2 years, a fine, or both.

Ritu Kohli (2019vs Facebook, Inc.: The Delhi High Court addressed social media companies'
liability in cases of cyberbullying in this particular case. Ritu Kohli, the petitioner, requested that
offensive material uploaded to Facebook by unidentified users be taken down. The court ruled
that companies that act as middlemen, such as Facebook, may be held accountable for their failure
to take down offensive material after they become aware of it. The ruling emphasized how online

platforms must handle cyberbullying and safeguard users from harm.

Tanuj Bhatia v. State of Delhi (2020): In this particular case, the victim was the target of
harassment and defamation by a cyberbully who had set up phony social media profiles. The
accused was charged with defamation and impersonation, among other IPC provisions. The ruling
emphasized the grave repercussions of cyberbullying and upheld the victims' access to legal

recourse under current legislation.

Section 507*8:Criminal intimidation through anonymous communication. A person faces up to
two years in prison if they threaten someone else by using a fictitious identity or an unidentified

communication channel, such as social media.

Section 509'%: Deals with behaviors or statements meant to violate a woman's right to privacy or

insult her modesty. Violations may result in a fine and up to three years of simple imprisonment.

16 State of West Bengal v. Animesh Boxi, GR/1587/2017 (West Bengal 2017).
17 Supra 14
18 Supra 14
19 Supra 14
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The harsh penalty for harassment through electronic or telecommunication devices is two months

to two years in prison.

The legal landscape for addressing cyberbullying in India is evolving, but several challenges

persist. While existing laws provide tools for addressing various aspects of cyberbullying, there is

a need for more specific legislation and improved mechanisms for handling such cases.

Legal Challenges in Addressing Cyberbullying

Jurisdictional Issues: Due to the international nature of the internet, one of the biggest
obstacles to combating cyberbullying is its international reach. Law enforcement is made
more difficult by the fact that individuals from different jurisdictions are frequently
involved in cyberbullying. Cyberbullying has the potential to cross national borders and
complicate legal matters, in contrast to traditional bullying, which takes place within a
particular geographic area and legal framework. It can be challenging for local authorities
to take legal action when a bully operating from one nation targets a victim in another. An
International Telecommunication Union report states that in order to effectively combat
online harassment, international cooperation and harmonization of laws are necessary due
to the global nature of cybercrime.?

Different Legal Definitions and Standards: The criteria and definitions of what constitutes
cyberbullying vary amongst legal systems. Legal responses and enforcement may become
inconsistent as a result of this lack of consistency. Cyberbullying is covered under specific
statutes in certain countries, while it is covered by more general anti-bullying or
harassment laws in others. Lack of a common definition can lead to gaps in legal protection
and make prosecution more difficult. In terms of cyberbullying legislation, for instance,
the U.S. and the U.K. take different tacks; the U.K. has more extensive anti-cyberbullying
laws than the U.S.

Finding a way to balance the right to free speech protection with the need to protect people
from harassment is one of the main legal challenges in combating cyberbullying.
Legislation aimed at stopping cyberbullying must strike a careful balance between
safeguarding people's constitutional rights to free speech and preventing harm. For

example, the First Amendment of the United States guarantees freedom of speech, which

20 International Telecommunication Union, Trends in Cybercrime: The Role of International Cooperation (2019),
available at https://www.itu.int/en/ITU-T/Workshops-and-Seminars/cybersecurity/2019/Pages/report.aspx.
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can make it more difficult to control and prohibit online harassment without violating
people’s rights.

e Perpetrators' Identification Privacy and Anonymity Issues:One of the biggest obstacles to
identifying and prosecuting cyberbullies is their anonymity on the internet. Pseudonyms
and anonymous accounts are frequently used by offenders, making it challenging for law
enforcement to identify them. This anonymity may make it difficult to hold people
responsible for their deeds. The matter is made more complex by privacy concerns, since
obtaining personal data to identify offenders may give rise to moral and legal dilemmas.
Sometimes, the use of privacy laws and regulations to safeguard people's personal
information can impede the investigation of cases of cyberbullying.

e Barriers to ldentification on a Technical and Legal Level:Apart from anonymity,
cyberbullies may be difficult to identify due to technological obstacles. Law enforcement
may not be able to keep up with the rapid pace of technological change, and digital
evidence is easily altered or erased. Furthermore, not all jurisdictions have access to the
specialized knowledge and tools needed to handle the technical aspects of cyber
investigations, which may be beyond the purview of legal frameworks.?

e Enforcement Challenges:Laws prohibiting cyberbullying frequently call for substantial
funding and specialized knowledge to be enforced. Many law enforcement organizations
lack the technological resources and expertise needed to properly investigate and prosecute
cases of cyberbullying. This restriction may lead to insufficient reactions to documented
occurrences and a dearth of responsibility for those who commit them.

e Inconsistent Application of Laws: Laws against cyberbullying can be applied
inconsistently, differing significantly between countries and even case by case. This
discrepancy may cause legal frameworks to be less effective and result in differences in
the ways that cyberbullying is dealt with. Resources, judicial interpretations, and regional
legal customs are a few examples of the variables that can affect how laws are implemented
and upheld. A fair and uniform application of the law is essential to giving victims of

cyberbullying sufficient protection and justice??.

2IMadden, M., Lenhart, A. & Cortesi, S., *Teens and Technology 2013*, Pew Research Center (Mar. 13, 2013),
available at https://www.pewresearch.org/internet/2013/03/13/teens-and-technology-2013/

22 | jvingston, S. & Smith, P. K., Definitions and Policy Responses to Cyberbullying: A Critical Review, in
Cyberbullying: A Review of Research and Policy (Routledge 2014).
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Proposed Legal Solutions and Reforms
Fortifying Legal Structures Creating All-encompassing Cyberbullying Laws Enacting
legislation that specifically targets cyberbullying is essential. These laws should establish
a standard for what constitutes online harassment and how it should be dealt with, clearly
defining prohibited behaviors and outlining penalties.
Bringing International Legal Standards into Harmony International legal norms must be
harmonized in order to combat cyberbullying across national boundaries. International
collaboration can simplify enforcement and guarantee uniform protections, which will
facilitate the handling of cross-border cases.
B. Improving the Mechanisms of Enforcement Increasing Law Enforcement Agencies'
Collaboration Improving cooperation amongst law enforcement organizations is crucial
for handling cases that span several jurisdictions. Creating procedures for information
exchange and collaborative inquiries can assist in getting around legal obstacles and
enhance responses to cyberbullying.
. 4.Using Technology to Improve Response and Detection Artificial intelligence is one
technological advancement that can be used to better identify and deal with cyberbullying.
Although they must be used carefully to protect privacy, these tools can more effectively
identify abusive patterns and harmful content.
Social media companies' involvement in collaborative approaches Social media companies
ought to improve their moderation procedures and policies in order to stop and deal with
cyberbullying. Working together with law enforcement can guarantee quicker responses
and increase the efficacy of these actions.
Campaigns for Public Education and Awareness Cyberbullying can be decreased with the
support of educational initiatives and public awareness campaigns. These campaigns ought
to emphasize raising awareness of the problem, fostering responsible internet conduct, and
advancing digital citizenship.
Counseling and Legal Assistance Services Giving victims access to counseling services
and legal aid is essential to their healing and quest for justice. Counseling services can help
with the emotional effects of cyberbullying, while legal assistance can help them through
the legal system.
Defending Victims' Rights and Privacy Ensuring the privacy and confidentiality of victims'
personal information is crucial during the legal proceedings. Legal frameworks should
guarantee that victims' personal information is kept private and that they are shielded from

additional harm.
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9. By integrating these strategies, society can develop a more comprehensive and effective

response to cyberbullying, ultimately creating a safer online environment for all users.

Conclusion
Cyberbullying necessitates a multifaceted strategy that combines technological, governmental,
and cooperative initiatives. To ensure definite protections and uniform enforcement, legal
frameworks must be strengthened, enforcement mechanisms must be improved, and technology
must be used. Victim support, public awareness campaigns, and collaboration with social media
companies are also essential. In addition to protecting privacy and protecting personal
information, legal aid and counseling services are crucial for healing and the administration of
justice. Through the incorporation of these components, society can foster an online environment

that is safer and more encouraging, encouraging responsible behavior and digital citizenship.
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